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Abstract— The Internet has given unlimited access to every user 

through the network used. Vulnerabilities in a network can also be 

caused by increasing knowledge about hacking and cracking. This 

is the reason why information and network security are so important. 

The dataset used in this study uses a dataset from CIC (Canadian 

Institute Cybersecurity), which covers 7 different attack scenarios, 

including brute-force, heartbleed, botnet, dos, DDoS, web attacks, 

and network infiltration from within. The existing attack documents 

will be extracted. Feature extraction is a process to find the feature 

values contained in documents for the text mining process. Based on 

this explanation, this DDoS attack will generate a log where the 

attack log will be processed and processed into a CSV file for the 

classification process using Naive Bayes, Random Forest, and 

Stochastic Gradient Boosting. In this study, researchers used the 

Naive Bayes, Random Forest, and Stochastic Gradient Boosting 

algorithms to generate a classification comparison of DDoS attack 

data so that researchers can find out which algorithm is the best in 

generating classifications for DDoS attack cases. The results of this 

study can be concluded that the average accuracy generated by 

Naive Bayes is 82.45%, the average accuracy generated by the 

Random Forest algorithm is 99.78%, and the average accuracy 

generated by the Stochastic Gradient Boosting algorithm is 100%, so 

that the SGB algorithm is better than Naive Bayes and Random 

Forest algorithms in classifying DDoS attacks. 
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I. INTRODUCTION 

The progress of information and the development of 

cyberspace, which is increasing at its speed, causes many 

reports and statistics to be maintained due to the various ways 

that hackers can use to obtain facts and statistics. The 

vulnerability of a network is also due to the increasing 

prevalence of knowledge about system hacking; therefore, 

various types of hackers take/steal information. One of the 

attacks that can be carried out is Distributed Denial of Service 

(DDoS). 

 

DDoS is an attack with more than one Attacker flooding 

packets to the server, so the server is busy serving a lot of 

packet requests and making server performance decrease. If 

more packet requests come in, it will cause damage to the 

network hardware [1]. 

 

 

Fig.1. Flow DDoS attack 

DDoS attacks are the most common technique popular and 

become the weapon of choice for hackers because it has proved 

to be a threat on the internet, this attack already exists since 

1990 [2]. DDoS attacks are capable of crippling server by 

flooding network traffic and result in downs. Threats and 

attacks against server security continues to increase, the 

number of conveniences and Availability of accessible hacking 

information easily on the internet so that it makes it easy for 

perpetrators get information to be used as a target crime [3]. 

 

In general DDoS handling two basic steps are required, 

identification and filtering. Identification is done manually or 

with the help of IDS (Intrusion Detection System) and IPS 

(Intrusion Prevention System). The purpose is to determine or 

identify when the anomaly occurs and the origin of the 

anomaly. Identification by IDS and IPS are very helpful in 

implementation of measures to reduce the impact of the attack. 

Besides, because DDoS has many variants, IDS and IPS can 

recognize patterns that cannot be easily recognized by human 

eye. Combination of IDS or IPS with firewall is an architecture 

commonly used network security on network security [4]. 

 

mailto:1first.author@first-third.edu
mailto:ricki.1229@students.amikom.ac.idu
mailto:2ema.u@amikom.ac.id
User
Typewritten text
1st International Conference on Science and Technology Innovation (ICoSTEC)February, 26 2022. Yogyakarta, IndonesiaISBN: 978-623-331-338-4



Currently, most of the DDoS activities still use a very manual 

process. The attacker uses a specific IP address to carry out the 

attack. Then the steps needed to prevent this by blocking IP on 

the firewall. The more sophisticated the current system, the 

attacker will modify attacks starting from manual to using bots 

to increase the number of attacks. In terms of detecting this 

DDoS attack, then Machine Learning will be very helpful in 

terms of DDoS detection because machine learning will learn 

from data that has occurred before then make that data as a 

reference for new data detection. 

 

II. RELATED WORK 

Various DDoS attack detection studies have succeeded in 

developing various techniques and methods. Budi K.'s research, 

namely Feature Selection with information Gain to Improve 

DDoS Attack Detection Using Random Forest can classify 

attacks with DDoS detection accuracy up to 99.99% and a false 

alarm rate of 0.001 (Budi, K., 2020) [5]. 

 

The research conducted by Muhammad Aamir (2019) about 

DDoS attack classification using semi-supervised machine 

learning explained that semi-supervised machine learning can 

be used to obtain a subset of a labelled or partially labelled 

dataset based on metrics. Prevailing dissimilarity, in the next 

stage, the data is fully labelled according to the observed 

differentiation. The clustering methods consist of algomerative 

and K-means with feature extraction under Principal 

Component Analysis (PCA). The voting method is also 

suggested to label data and get the class to differentiate normal 

traffic attacks. Following the labelling, supervised machine 

learning algorithms from KNN, SVM, and Random Forest was 

employed to acquire trained models for future classification, 

providing 95%, 92%, and 96.66% accuracy, respectively, 

within optimized parameter tuning in a provided series of 

values. Finally, the schema is validated against a subset of the 

benchmark dataset with the new attack vector [6]. 

 

In another research, Saied applied ANN (Artificial Neural 

Network) l to detect DDoS with special features, which 

suggested 98% ability (Saied, Overill, & Radzik, 2016) [7] 

Meanwhile, according to Charles P. Pfleeger (2009), a security 

computer is action or prevention from attack user computer 

who doesn't have rights access by a hacker [8]. 

 

In a study about Chaos Analysis for DDoS detection, Chen 

proposed detection attack DDoS use technique entropy, 

comparing entropy address IP source and entropy address IP 

destination and succeeded detect DDoS by efficient. Research 

(Nezhad, l 2016) proposes model time series ARIMA and 

chaotic system. The model can classify attacks to 99.5% [9]. 

 

Moreover, Zekri (2018) designed system detection DDoS on 

environment cloud computing with algorithm C.4.5. The results 

showed a better accuracy compared to the algorithm learning 

machine [10]. 

 

Based on the references, the study with the title "Evaluation of 

Naive Bayes, Random Forest and Stochastic Gradient Boosting 

Algorithm on DDoS Attack Detection" was conducted. This 

study was done to analyze the performance of DDoS attack 

classification using Naïve Bayes, Random Forest, and 

Stochastic Gradient Boosting (SGB) methods. 

III. RESEARCH METHODS 

This study aims to examine the accuracy of text classification 

into two classes, namely DDoS or Benign. This study uses a 

dataset from Canadian Institute for Cybersecurity CSE-CIC-

IDS2018. The total datasets were 27403 data featuring DDoS 

(attack traffic) and Benign (normal traffic). 

 

 

Fig.2. Dataset   

A. Proposed Model 

 

 

Fig.3. Proposed Model 

The dataset will be pre-processed initially. This stage will 

involve data normalization, which includes the removal of 

duplicate data and blank lines. 

 

B. Data Pre-processing  



Data pre-processing is an initial process of document 

classification by changing raw data collected from various 

sources so that it is structured and becomes cleaner information. 

Then it can be used for processing in the next process. 

 

Feature importance explicitly calculates each feature's 

importance score in the data set. This matter allows features to 

be ranked and compared with each other. The higher the score, 

the more relevant the feature or attributes to select the feature 

to be used, a value is required limit (threshold). Features that 

have a score < the threshold value will be deleted, while 

features that have a score of > threshold value will be used. 

 

C. Naïve Bayes 

Naïve Bayes Classifier is an evidence categorization algorithm 

coined by a British scientist named Thomas Bayes. This solving 

procedure can predict the probability of class members of 

information that can join when a special class, adjusted through 

probability calculations. 

The benefit of using the Naïve Bayes Classifier is that this 

procedure only needs less amount of training data to identify 

the standard goals needed during the categorization mode. 

Classifier: 

𝑃(𝑐) = 𝑁𝑐/𝑁 

 
Where: 

P(c): Prior of class c 

Nc: The total of documents in the training data that fall into 

category c 

N: The total of documents in the training data 

 
D. Random Forest 

Random Forest is one of the methods in the Decision Tree. A 

decision tree or decision tree diagram is a flow diagram in the 

shape of a tree that contains a root node for data collection, an 

inner node for data analysis, and a leaf node for issue solving 

and decision making. 

 

Random Forest merges every good tree into a single model. 

Random Forest is based on the use of a random vector value 

with the same distribution across all decision trees and every 

tree of those has a maximum depth. A random forest is a 

classifier that consists of a classifier in the shape of a tree,  

{h(x, k ), k = 1, . . .} 

 

where k is an independently distributed random vector, and 

every tree within a unit will select the most prevalent class on 

input x [11]. 

 

Some of the learning functions obtained by Random Forest 

(RF) are used as an ensemble "bagging" strategy to overcome 

the problem of overfitting when faced with a small data set 

(Fauzi, Supriyadi, & Maulidah, 2020) [12]. 

The following are the stages in the Random Forest process: 

    1. Dataset Solving 

In this stage, the dataset is broken down into samples for 

prediction. 

    2. Create a Tree (Random) 

Made according to the sample data in a random way. 

    3. Bagging (Voting) 

Voting is the process of finding the mean from the prediction 

results of each estimator in the Random Forest 

 

E. Stochastic Gradient Boosting (SGB) 

SGB is a modified Gradient Boosting (GB), which is motivated 

by the Bootstrap Aggregating method. Friedman as the inventor 

of GBS said that at each iteration of the algorithm, the base 

learner must fit a randomly selected training subsample without 

replacement and observe a substantial increase in GB accuracy 

with these modifications [13]. GB is a machine learning 

technique used for regression and classification problems that 

build ensembles of weak predictive models such as decision 

trees and has achieved great success in various applications 

[14].  

 

With the modification of the SGB that presents the subsample, 

it can prevent overfitting or events where the training results 

match the train data too well but do not match the test data, thus 

acting as a process of adding information or commonly called 

regularization and producing lower errors than without 

modification at the time [15].  

 

Gradient boosting [16] is an effective algorithm for 

constructing predictive models. This is an ensemble learning 

method that merges the predictive capacity of single weak 

learners to improve the accuracy of the final model. 

 

The boosting operation procedure is carried out as follows 

[17]: 

1. For the provided dataset, the initial model (F0) makes 

a naive prediction of the label γ, resulting in an error or 

residual F0 -y 

 

2. Rather than predicting the label of actual data 

points, the new model h1 attempts to fit residual from 

the first step. 

At this point, the complete model may be expressed as 

 

F1 = F0 + h1 

 

with F1 is a boosted version of F0, which indicates that 

prediction is improved. 

3. Finally, the error in the prior step is F1-y, and h2 

is the function that attempts to fit the residual. 



Therefore, F1 & h1 can be joined to form function F2, a better 

version of F1 

 

F2= F1 + h2 

 

These procedures are repeated for n iteration until the error is 

reduced and the expected accuracy is reached. 
Following n iterations, 

 

Fn= Fn-1 + hn 

 

The additive learner that is presented at every step aims to 

decrease the error from the earlier step and neglect prior 

learners. While “hn” attempts to fit residual or loss function 

during boosting operation, it fits gradient loss of function in 

gradient boosting. The following steps are taken by the gradient 

boosting algorithm [18] when applied to the training dataset 

 over "m" iterations.  

  

The initial approximation of the loss function is,   

  

Loss function=L(yi, F(xi))  

  

1. Once the model is initiated using many initial naïve  

prediction γ, a naïve initial prediction of F(xi),  

  

F0(x)= argmin   

  

2. The pseudo residual R, of  data point at mth iteration 

is the gradient of loss function at i,m  

  

  R = -α[∂L(y , F(x )) ∕ ∂( F(x )] 

  im i i i F(x)= Fm-1(x)  

     

with α is a learning rate.   

  

3. Fit hm(xi) to above-derived residuals i.e train additive 

model through the dataset   

  

4. Calculate γm using this equation     

               ) + γhm(xi)  

  
5. At the completion of every iteration, include it in the 

final model  

Fm(x)= Fm-1(xi)+ γmhm(xi) 

F. Classfier Performance Evaluation 

Experiments from research can be evaluated by measuring the 

value accuracy, precision, recall, and f-score. According to 

Xhemali, et al (2009), the confusion matrix can be measured 

using a classification table that is predictive. [19] 

 

1) Confusion Matrix 

Confusion Matrix is one method for measuring the performance 

of the classification method. This matrix can analyze how well 

the classification can recognize records from different classes.  

 

A confusion matrix is a table containing 4 distinct combinations 

of predicted and actual values that are used to inspect the 

performance of a classification method problem with two or 

more output classes. This matrix shows four items that 

represent the classification process results: True Positive, True 

Negative, False Positive, and False Negative. The table at 

Figure 4 will show the amount of correctly classified test data 

and the amount of incorrectly classified test data. 

 

 

Fig.4. Confusion Matrix 

2) The ROC (Receiver Operating Characteristic) Curve 

The ROC curve is applied to visualize model accuracy and 

compare distinctions between classification models. Moreover, 

the ROC is used to express the confusion matrix. The ROC 

curve is a two-dimensional graph in which false positives are 

represented by a horizontal line and true positives analyze the 

different performances of the applied method. ROC is a 

technique used to visualize and test the classification 

performance based on their performance (Gorunescu, 2011) 

[20]. 

IV. RESULTS 

This part discusses the results of the three algorithm models 

described previously. The test environment results in the 

classification process using the Naive Bayes, Random Forest, 

and SGB methods display the percentage values of accuracy, 

precision, recall, and f1 score of each classifier. 

A. Naïve Bayes 

Based on the results of the calculation for performance 

evaluation of the Naïve Bayes algorithm during the dataset 

classification process, a summary of the values is generated as 

follows: 

 

 

 



 

 

 

 

Table.2. Naïve Bayes Evaluation Matrix 

 
Accuracy 

(%) 

Precisio

n (%) 

Recall 

(%) 

F1 

score 

(%) 

Total 

Misclassif

ications 

Time 

82,45 84,33 95,91 89,75 1587 37.7 ms 

 

Table.3. Naïve Bayes Confusion Matrix 

 

After obtaining the classification using the Naive Bayes 

algorithm, it can be concluded that the average accuracy 

produced by Naive Bayes is 82.45%. 

B. Random Forest 

From the results of the calculation of the performance 

evaluation of the Random Forest algorithm during the dataset 

classification process, a summary of the values is generated as 

follows: 

 

 

 

 

 

Table.4. Random Forest Evaluation Matrix 

 
Accuracy 

(%) 

Precisio

n (%) 

Recall 

(%) 

F1 

score 

(%) 

Total 

Misclassif

ications 

Time 

99.78 99,73 100 99,86 19 1.55 S 

Table.5. Random Forest Confusion Matrix 

Based on the classification at Table 5, the average accuracy 

produced by Random Forest is 99,78%. 

 

C. Stochastic Gradient Boosting 

From the results of the calculation of the performance 

evaluation of the SGB algorithm carried out in the dataset 

classification process, a summary of the values is generated as 

follows: 

 

 

 

 

 

 

 

 

 

 

Table.6. SGB Evaluation Matrix 

 
Accuracy 

(%) 

Precisio

n (%) 

Recall 

(%) 

F1 

score 

(%) 

Total 

Misclassif

ications 

Time 

100 100 100 100 0 5.87 S 

Table.7. SGB Confusion Matrix 

After obtaining the classification using the SGB algorithm, it 

can be concluded that the average accuracy produced by SGB 

is 100%. 

 

The following are the results of the ROC values of the three 

algorithm models, where the Random Forest and SGB 

algorithms have a value of 1.00, which means the greater the 

True Positive Rate and the smaller the False Positive Rate, the 

better the threshold, while Naïve Bayes only has a value of 

0.74. 

 

Fig.4. ROC of Naïve Bayes 

 

Confusion Matrix 

[ 507           1291] 

[ 296           6949] 

Confusion Matrix 

[ 1779            19] 

[ 0              7245] 

Confusion Matrix 

[ 1798             0 ] 

[ 0              7245] 



Fig.4. ROC of Random Forest 

 

 

Fig.4. ROC of SGB 

 

V. CONCLUSION AND FUTURE WORK 

According to the results of the study, the conclusion can be 

drawn as follow: 

1)   The results of DDoS classification in the CSE-CIC-IDS 

2018 dataset using the Naïve Bayes, Random Forest, and SGB 

methods indicate that the classification results using the SGB 

algorithm are better than the Naïve Bayes and Random Forest 

algorithms, where the SGB algorithm has a value of 100% 

starting from accuracy, precision, recall and f-score 

2)   The findings of comparing execution time using the Naïve 

Bayes, Random Forest, and SGB methods show that SGB has 

a higher execution time value than Naïve Bayes and Random 

Forest, which is 5.87 Second while Random Forest and Naïve 

Bayes only take 1.55 Seconds and 37.7 Milliseconds, 

respectively. 

 

Based on the research that has been done, suggestions are 

obtained, such as for further research to implement other data 

mining algorithms and make applications to use these 

algorithms in real-time real network traffic at a particular 

company. 
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